Making Payments from Inside Microsoft Teams—sandy inspires
A bit about me!

I work as a Data Engineer at Cognizant; I’ve been actively participating in hackathons and
building solution that I wish to see for the past three years. Won five hackathons in last two years
out of which three are Microsoft hosted ones. I hold six Azure certifications (including DP-203
and DP-100). Almost all my weekends are dedicated to hackathons, open source, and building
on Azure. Recently delivered a Speech at Azure Community Conference 2022 held at The
Leela Palace, Chennai, India (Asia’s Largest Azure Community Conference). I’'m also the Azure
Developer Community Lead for Chennai region.

Problem we are solving!

There is this notion of fear when you enter your credit card details into a website. This
application eliminates the fear by providing payments from within the Microsoft Teams
application. Teams has now roughly 270M+ active monthly users, so if you have a shop and it’s
available on the Microsoft AppSource and you need a payment solution, mostly it would be a
redirect to an external page. Why is that a case, can’t we just put it inside Teams so people can be
sure that the application is legit, complient with government standards, and secure. Boom! Power
Pay is the solution for it. Microsoft’s review process for a new app in AppSource is vigorous and
follows the best standards to eliminate all Spam content and stores.

Learn more about it here— Make your solutions available in Microsoft AppSource and
within Office | Microsoft Learn

For those people who say, “Just show me what you have built”, here you go -> f; o”

Watch the Live Demo on YouTube


https://learn.microsoft.com/en-us/azure/marketplace/submit-to-appsource-via-partner-center#approval-process
https://learn.microsoft.com/en-us/azure/marketplace/submit-to-appsource-via-partner-center#approval-process
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Working demo video of Power Pay

https://voutu.be/-iIR4m0lcx9Y

For those people who say, “Talk is cheap just show me the code”, here you go -> £2 -
nthoshkumard11/P r-Pay-with-R ith m

Azure Services Used

As developers we love automation tools, the complete solution is built on the following to
deliver the value and speed to the clients

e Power Apps—a No/Low code platform
e Power Automate —Workflow automate
e Adaptive Card—seamless integration with Power Automate

e Azure Function—Runs Python code to manage all the backend services for robust
usage

e SharePoint List— using it as a database for storing all the data


https://youtu.be/-iR4m0lcx9Y
https://github.com/Santhoshkumard11/Power-Pay-with-Rapyd
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Power Pay — Architecture Diagram

I have used Python extensively in this one, feel free to replicate the same in your favorite
language. & @ = @

What it can do!

The complete invoice payment experience is done from within your most used application
(Microsoft Teams) for B2B payments of invoices

e Pay shop invoices from within Teams

e Track invoice status within Teams

e Generate invoices from Teams and send them to the client
e Invoice approval flow

e Theme Toggle—Light/Dark theme matching the Microsoft Teams themes



Initial Loading Screen

Flow Started = =

_OJFirst step is to generate an invoice and send it across to the client, mentioning the invoice title,
the name of the client (company), due date, and amount payable.

i Gemerate Invoice Pt Py - Sarwicn P

Power Pay - Service Provider

ﬂ Afternoon, Santhosh Kumar Sunday, 01:09 PM {0

Generate Invoice Back

{g‘ Invoice Title Company Name

CER—

{TJ Invoice Amount

Send Invoice

Power Apps — Generate Invoice Screen
Once you hit send, this goes directly to the selected client and an approval processed is triggered.

Behind the scenes the data is sent to an Azure Function endpoint that talks to the Rapyd Payment
servers to create a new checkout id for the requested amount and stores the details in SharePoint
list using Microsoft Authentication Library (msal Python package).
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*Content

*Schema

*Method

*URI

Headesrs
Clueries

Body

Cookie

u Input =

“amount": {
lrtypell: “Str‘ing“
I
"dueDate": {
lrtypeﬂ: “Str‘ing“
s
"invoiceTitle™: {
"type": “"string"
e

"companyMName": {

Generate from sample

@

POST

A

https:/{sandy-power-pay-rapyd azurewebsites.net/api/powerPayCheckout?

type=create_invoice

Enter key Enter value

Enter key Enter value

i
"Title™ m invoiceTitle = .
"Customer"™; m companyName x

"Cost™ m amount X

"DLIEE}I'": m dueDate x

}

Enter HTTP cookie

Show advanced options ™
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| INPUTS Show raw inputs

Method
POST

LRI

htips://sandy-power-pay-rapyd.azurewebsites.net/apl/powerPayChecken
] T

Body

i
"Title": "Azure AD October 2822",
"Customer”: "Microsoft”,
"Cost": "12.58",
"DueBy": "2822-18-31"

QuUTPUTS Show raw outputs )

Status code

288

Headers

Value
Transfer-Encodin chumked

Date Sun, 23 Oct 2022 074358 ...

Server “zstrel

Bady

{"message": "Successfully created a new item with id - 27"}



Once the Azure Function is triggered and completes successfully, a new item is added to the
SharePoint List (in this case id 27 is created)
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There is a Power Automate flow which sends out an adaptive card to the Invoice channel for
approval

Santhosh Kumar D via Power Automate

Azure AD October 2022

Customer Mame - Microsoft

Invoice Mumber - 08536163

lokal cosl - $12.58

Due Drats

Adaptive Card in Teams Channel —Requested

Once you click on Yes, the below Adaptive card is sent as a response.



Santhersh Kumnas O via Powes Automate

Thank you for your response.

ik Power Avtormate 1 wend th Aoticatsn

Adaptive Card in Teams Channel — Approved

An email is also triggered once the approval is done

e 7 . 2
# outlook . O sesret r“ o esmseal @ W@ OB OO0 O& 7?74 ﬂ
. 3 3
| = Home  Wiew
B 5 tewmail n r - L o ¢ & 4 4 Read [ Unread : o =
— - - e &
Focused  Other 2 ter Invoice Update - 08536163 - Azure AD October 2022 =
Other: New converiationg
Microsoft Power Automate; Microseft A.. 7 This message was sent with Low Importance
v ~.  Santhosh Kumar D |
Invoice Update - 0B536... 11508 & santhosh Kumar D ™ %
[+ ] Hi, Thanks for approving the Invaice.. To; Santhosh Kumar D
L Last week
=
-~ Santhosh Kumar X X _
- i |rveice Lisdates - 36... Thanks for approving the Invoice fram Microsoft for $12.58.
Hi Please usa tha invoice number DB536163 for any further clarifications
B Regards
~ Santhosh Kumar O '09‘3“:1*_
& nvoice Updste - 31.. IRCRCE RESHT
Hi, Thanks for approving the Invoice.,
[ ] Micrasolt Azure v Reply (= Fanward
u Azure AD Identity Pr...  Thui234AM

See your Azure AD Identty Protectio..

Outlook — Invoice approved acknowledgement

You can see the response received from the Adaptive card with who approved it and at what
time, you can also add a logic on who can approve it and have a time cap for approval



Send an email [V2) i

Conmgction:  samdy_codss_py_admin_dav_365 @ :3dr3 onmicrozof.com

Post adaptive cand angd wait for 3 response 2m

I ouTPYTS
Chick to download

L

I OUTRUTS Show raw Swtputs 3

bady
“email": “sandy_codes_py_admin_dev_385gridri.cnnicrosoft.com'
"userPrincipaliame”: "sandy_codes_py_adnin_dev_3558z3dr3.onmic
"displayiame™: "santhosh Kumar D"

Ta
“supmitactionld®: “YES®,
"messageld": "16EES11874458",
" "messacelink™: “htips://teams.microsoft.con/l/message/19; FFT18d4

Comnecticre  sandy_codes_py_sdmin_dew_3E5 Ez3dr3. cnmicrosoftcom

‘a
Show raw inputs )

Expression result

true

Power Automate — Approval Flow

Now let’s look at the Power Apps Dashboard,



5 Invoices

Power Pay

ﬁ Afternoon, Santhosh Kumar Sunday, 01:22 PM ('

Dashboard () Refresh View Invoices

Total Customers Total Paid

Revenue Bridge Graph of Company Total Growth

in Millien §

Revenue

Total Invoices Total Waiting Approval

@ 8

Power Apps — Dashboard

(2)You can see all the payments that are made to various vendors

Invaices Power Pay

Power Pay

ﬂ Afternoon, Santhosh Kumar Sunday, 01:24 PM (,'
QT () ceren Back

Hooli 1 10282022 A

Filter By

All

EER:] ¢ Approved for Payment Pay Now

BNY 10/27/2022 / o)

4.6 % Payment Successful
Microsoft 10/20/2022

3.45 ¥ Payment Successful e
Microsoft 10/31/2022 7/ o

12.58 »  Approved for Payment Pay Now

Power Apps — List view

This is a filtered view of only items which are Approved for Payment



 Invoices

ﬁ Afternoon, Santhosh Kumar

Power Pay

Filter By

Approved for Payment ~

Reset

Tesla 6/23/2022

3.09 Approved for Payment
BNY 5/30/2022

0.63 5 Approved for Payment
Hooli 10/28/2022

33.8 s Approved for Payment

Microsoft =1 103172022

12.58 " Approved for Payment

Power Apps — List view —filter

B oo |

/ o

Pay Now

7o\

Pay Now

/ o

Pay Now

oM

Sunday, 01:24 PM

() Refresh Back

(3JNow we are ready to do the payment, once you click on pay, we’ll see an embedded checkout

page right inside Teams.

Power Pay

ﬂ Afternoon, Santhosh Kumar Payment

Please Select Your Preferred Card

Enter Card Details

Card Number

AM MMM mm

Expiration Date
12725

Cardholder Name

Santhosh Kumar Dhanasekaran

Payment Details

Power Apps — Checkout Page

Sunday, 01:25 PM O




This is a custom checkout page using Azure Functions

5 Invoices

ﬂ Afternoon, Santhosh Kumar

Power Pay

Payment

Card Number
4amnmnmmam
Eupiration Date CVV Code

12/23% 123

Cardholder Name

Santhosh Kumar Dhanasekaran

Payment Details

Payment Total uUsD 12.58

..11' This website is secure

four personal details are safe

Sunday, 01:28 PM )

Power Apps — Checkout Page

Once the payment is done, we have a callback URL to our Azure Functions registered with
Payment vendor which send a post request to our Azure Function endpoint, and it will update the
SharePoint list item with the payment status of this checkout page



s Invoices

Power Pay

ﬂ Afternoon, Santhosh Kumar Payment Sunday, 01:28 PM L D)

Success!

Power Apps — Checkout page —success
We’ll now have the status updated for the item 27 in this case in our SharePoint
Invoicelist

1#] Title Customer Cost Status DueBy CheckoutlD IrvoiceMumber

SharePoint List

@ \VIPORTANT NOTE @

Starting June 30th, 2020, we will no longer add any new features to Azure Active Directory
Authentication Library (ADAL) and Azure AD Graph. We will continue to provide technical
support and security updates, but we will no longer provide feature updates. Applications will
need to be upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph.



I was trying to use ADAL Python package and can’t make it work, use msal Python package and
follow the below steps to create a MSFT CLIENT _SECRET and MSFT CLIENT ID.

pip install msal
1. Go to your Azure Portal

2. Search for Azure Active Directory

3. Click on App Registration from the left-hand sidebar

4. Give it a name and select single tenant for now

5. This will provide you with the client secret, paste it in your .env file
6. use the os.getenv() method to get the values

Note: Always create a new venv and install all the dependencies

Peek at the resource group which has all the services,

Azure Portal —Resource Group

Create a custom SharePoint connector to make sure it’s working smooth with my style,



e sharepoint_clientpy X o e

@ ~ OPEN EDITORS owerPayCheckout » i@ sharepoint_client.py > 43 ent > create_list_item

P1 imp lopging
i json

0s
: powerPayCheckout.constants i SHAREPOINT _URLS
S o e powerPayCheckout .helpers i generate_invoice number
powerPayCheckout.microsoft_graph_api i GraphClient
powerPayCheckout.rapyd_client rt generate_checkout_id

LCEL G O UL U

2 SharePointClient:

"""Use to interact with the SharePoint APIs™™"

init self, : GraphClient) -»> Nome:
“""Initialize the Microsoft Graph client

-

client (GraphClient): Microsoft Graph Client

os.getenv("SITE_ID")

self.

get_all lists(self) -» None:
"""Get all the SharePoint Invoice List™""

F"https://graph.microsoft.com/v1.8/sites/{self.
sharepoint_client,py self. .send_msft_graph_reques

logging. info(

invoice details | }: request body
tr: request response

= "Successfully created a new item with i

= SHAREPOINT_URLS.get(“create_url”).format(**{"

S OUTLINE generate_invoice number().strip

2> TIMELINE

VS Code

Use Case/ Benefits
e For small businesses which need supervision on each payment

e For an existing Teams App which need an easy payment solution

e FEasy to integrate plugin type component for Power Apps




Future Work/Scope
e Getting approval from Microsoft AppSource to be published as an App that you can add
to your Microsoft Teams

e Need to get an MPN (Microsoft Partner Network) ID

e Adding a proper Admin access to the Power Apps

e Adding a proper Admin access to the Power Apps

e Need to implement multi-tenant model for enabling subscription pricing model

Feel free to reach out if you need any further clarification on the implementation. I would be
more than happy to answer those.

Looking forward to hear from you and improvements via Comment or PR (Pull Request in
GitHub) are most welcomed. 4 44 a

Congratulations!! € € you have successfully completed reading this huge blog. & €
Thanks a lot for reading out till the end. @@
Let’s connect if you want to collaborate on the further work or a quick catch up.

https://www.linkedin.com/in/santhosh-kumard



https://www.linkedin.com/in/santhosh-kumard

